FARINGDON INFANT SCHOOL

Faringdon Learning Trust

e-mail: office@fis.faringdonlearningtrust.org
website: www.faringdoninfantschool.co.uk

Our Vision for FIS -
Future of Faringdon; Including all; Supporting everyone to grow

Tuesday 30" March 2021

Dear Parents and Carers,

It has come to our attention that a number of children are sharing online safety concerns at the moment particularly
when using websites, games and apps like Roblox, Fortnite and TikTok. All of these websites have been given an age
recommendation of 12+ or 13+ and are therefore not age-appropriate for children attending our school.

We have attached to this letter Parent Guides about Online Content, Roblox, Fortnite and TikTok to explain what to
look out for, concerns that these sites can raise and how to monitor online behaviour and content.

We know that the online world has a lot to offer to help educate and entertain children but just wanted to raise your
awareness about the suitability of online content.

All of these guides are available through the National Online Safety website which we have subscribed to as a school.
Just click on http://nationalonlinesafety.com/enrol/faringdon-infant-school and complete your details. When you’re
set up, you'll be able to set ‘Parent/Carer’ as your user type.

As parents and carers you can access this fantastic resource which offers you short ‘Explainer Videos’ that are only a
few minutes long and ‘Guides’ on a range of online safety topics such as the latest games, websites, mental health,
social media and streaming. Here are a couple of screenshots showing just a tiny handful of the vast range of resources
you can access as parents:
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Please take advantage of this fantastic resource and take the time to read the guides about Online Content, Roblox,
Fortnite and TikTok and talk with your children about whether these online platforms are appropriate for their age.

Yours Sincerely

Mrs Robling Miss Cossey
Headteacher Online Safety Lead
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ONLINE CONTENT

10 tips to keep your children safe online

Theinternet has transformed the ability to access content. Many apps that children use are dependent on user-generated content which
can encourage freedom of expression, imagination and creativity. However, due to the sheer volume uploaded every day, it can be difficult
for platforms to regulate and moderate everything, which means that disturbing or distressing images, videos or audio clips can slip
through the net. That's why we've created this guide to provide parents and carers with some useful tips on keeping children safe online.

CHECK ONLINE CONTENT

Understand what’s being shared or
Whilst most apps have moderation tools, what seems to be'ti ?ng’ atthe CHECK AGE-RATINGS
inappropriate content can still slip through moment:
the net. Make sure they are old enough to use
A theapp and meetthe recommended
age-llmlt.

MONITOR VIEWING HABITS

CHANGE PRIVACY SETTINGS

Make accounts private and set tis: vailable LET CHILDREN KNOW YOU'RE THERE

content filters and parental

controls where possible. Ensure they know that thereis supportand

adviceavailabletothemirtheyneed it

‘\n

LEARN HOW TO REPORT & BLOCK

, I'-:Inway:I make sure t;‘hat
ENCOURAGE CRITICAL THINKING O oA

Talk about what people might post A .
online and why some posts could It distressingmaterial online;
cause distress. ten ‘ 1:,:1;15, ;u{,;_un}.. eand

National
Online SEEK FURTHER SUPPORT

®
Safety If a child has been affected by something
they've seen online, seek support from your
#wakeUPWEdneSdaH school’s safeguarding lead. B
a
www.nationalonlinesafety.com Twitter- @natonlinesafety = Facebook- /NationalOnlineSafety Instagram - @NatioﬁalOnlineSafety
Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 16.09.2020




Fortnite: Chapter 2 has finally landed! With a whole host of new In-game features including a brand-new map, &oMME/Q' -3
more water-based activitles, upgraded character skins and a more streamlined arsenal of weapons, this Fortnite & X
is promising to be the best yet. Almost all of the changes are cosmetic which means the concept of the game s
remains tha same, with players still aiming to be the last man standing. Players will no doubt find the game much
more enjoyable with so much more to explore. For parents and carers however, it pays to remain vigilant.
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IS FORTNITE ADDICTIVE?
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to held an informed conversation about online safety with their children, should they feel it is needed.

This guide focuses on one app of many which we believe trusted adults should be aware of. Please visit www.nationalenlinesafety.com for further guides, hints and tips for adults.
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HAZARDOUS VISIBILITY

Connecting with others is simple on TikTok —
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founder of Kids N Clicks: a web resource that helps

parents and children thrive in a digital world.

@ www.nationalonlinesafety.com
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IN-APP PURCHASES —
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According to the Roblox website, ‘Roblox is
the world’s largest interactive social
platform for rlay.’ For those of you who are
unfamiliar with the game, itis a
multi-player online gaming platform which
allows children to play and create a variety
of games in a 3D world. Roblox is free to
play and available on all modern
smartphones, tablets, desktops, Xbox One,
Oculus Rift, and HTC Vive.
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( ROBUX ONLINE PAYMENTS X
When a user creates a game, they earn
something called ‘Robux, which works as a
currency within the platform and enables the
purchase of upgrades and memberships. If
the created game is of good quality and
attracts multiple players and in-game
adverts, children have the ability to earn a lot
of ‘Robux’ Once a user has earned a certain
amount of Robux, they can convert this to
real cash and withdraw it to a PayPal account.
To withdraw money, users need to be over
13, have a PayPal account and have paid for
the Roblox premium subscription.
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CHATTING & FRIEND REQUESTS\
Whilst the games in Roblox are aimed at 8
to 18-year- olds, there are currently no age
restrictions for signing up. This means that
both adults and young people can play
and communicate with each other and
send friend requests through the platform.
Once a friend request is accepted, this
means that they can communicate with
each other outside of gameplay.
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ROBLOX STUDIO
The Roblox Studio allows users to create
their own games and ‘worlds’ for others to
play on the platform. As the games are
user generated, it gives users the freedom
to potentially include things you do not
want your child to be exposed to, for
example, weapons, violence and even
pornographic content. There are no age
restrictions on the games created in the
Roblox Studio and to remove games from
the platform Roblox relies on people
reporting negative/violent content.

ALERT!

Tell your children to be careful
and to think twice before they
click any random advert or
popup. There a lot of phishing
scams that advertise free
roblux etc. with the intent of
stealing your child's personal
information.

DISABLE IN-GAME CHAT
Roblox is great for children to play together and
chat to each other. However, if you want to

completely turn off in-game chat for your child
(meaning they cannot contact anyone, including

their friends) you can do so by following these
steps: When logged in, go to the Account Settings
page by clicking on the gear icon at the top right

HAVE A CHAT ABOUT ‘GRIEFING’
Griefing is when someone purposely upsets
another player in a game. This can be done by
setting traps, damaging or stealinisomething
from another player, intentionally killing them
and generally doing something in the game to
spoil their gameplay. Essentially, ‘Griefing’is a
'orm of cyberbullying and can be extremely
frustrating and upsetting for players.

UNLIST SOCIAL MEDIA ACCOUNTS
Make sure your child’s social media accounts
are not listed in the settings/account
information. If they are, advise them to set
them to private or remove them from their
account. This will ensure that nobody will be
able to find and contact them on their social

media platforms outside of Roblox.

CHECK SHARED INFORMATION
In the account settings, check that your child
is not giving away any personal information

in their bio/profile. For example, their full

name, phone number or snapchat name. If
you see that they have, explain why this is
potentially dangerous and remove
immediately.

2-STEP VERIFICATION
Roblox has a great two-step verification
security feature which we recommend you
enable to add an extra layer of security to
your child’s account.
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© National Online Safety Ltd
This is not a definitive guide. Please always check with the app’s support information fo see if
your security and privacy concerms are addressed.

RESTRICT PAYMENT METHODS
Roblox is a free to play game, but there are still
options to make additional in-game purchases.
If you do not want your child to make payments,

ensure your card is not associated with their
account. If you are happy for your child to make
payments in the game, but want to restrict
spending, we suggest using a games console
gift card. These can be purchased in specific
amounts, which will enable you to restrict how
much your child spends and removes the need
for a credit/debit card to be used with their
account.
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corner of the page, then click Settings. Next, click

on the Privacy tab and under‘Who can chat with

me in game?’ select‘No one’ and this will disable
in-game chat/

IS YOUR CHILD UNDER 13?
Unfortunately, there are hundreds of YouTube
videos showing children how to change their age
settings on Roblox, so firstly, you should talk to
your child to set up some rules/an agreement.
There are additional safety features for children
under 13, for example having their posts and
chats filtered for inappropriate content and
behaviour, so it is worth checking that your child
has set up their account with the correct age. You
can find this in their account settings.
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