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Wednesday 21 June 2023
Dear Parents and Carers,

It has come to our attention that a number of children are sharing online safety concerns at the moment particularly
when using websites, games and apps like Roblox, Fortnite and TikTok. All of these websites have been given age
recommendations that are for children older than those attending our school (except Roblox which is appropriate for
Year 3 plus) and are therefore not age appropriate.

We have attached to this letter Parent Guides about Online Content, Roblox, Fortnite and TikTok to explain what to
look out for, concerns that these sites can raise and how to monitor online behaviour and content.

We know that the online world has a lot to offer to help educate and entertain children but just wanted to raise your
awareness about the suitability of online content. All of these guides are available through the National Online Safety
website which we have subscribed to as a school. Just click on http://nationalonlinesafety.com/enrol/faringdon-
infant-school and complete your details. When you’re set up, you'll be able to set ‘Parent/Carer’ as your user type.
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As parents and carers you can access this fantastic resource which offers you short ‘Explainer Videos’ that are only a
few minutes long and ‘Guides’ on a range of online safety topics such as the latest games, websites, mental health,
social media and streaming. Here are a couple of screenshots showing just a tiny handful of the vast range of resources
you can access as parents:

What Parents Need to Know Comic Relief 2021: Share a Smile How to Prepare for an
About Rec Room Online Emergency with your Google
phone

An Introduction to Streaming An Introduction to Social Media An Introduction to Privacy &
Security

@ Add To Watchlist @ Add To Watchlist @ Add To Watchlist @ Add To Watchlist @ Add To Watchilst @ Add To Watchlist
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An Introduction to Online An Introduction to Online An Introduction to Online
Bullying Gambling Gaming
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How to Set up Emergency Mode How to Make an Emergency SOS What Parents Need to Know
on Your Samsung Call on an iPhone About WhatsApp

Please take advantage of this fantastic resource and take the time to read the guides about Online Content, Roblox,
Fortnite and TikTok and talk with your children about whether these online platforms are appropriate for their age.

Yours Sincerely

Mrs Balra Miss Cossey
Acting Head of School Online Safety Lead
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At Natlondl Online Safety, we believe in smpowesring porents, carers and trusted adults with the information to hold on Informed conversation absout online safety with thelr children, should they
tewi It ks needed. Thiz guide focuses on one issue of many which we belleve trusted adults should be awore of, Pleass visit www.nationalonlinesafety.com for further guides, hints and tips for adults,

What Parents & Carers Need to Know about

AGE-INAPPR"”PRIATE CONTENT

“Inappropriate” means different things to different people. What's ptable for one age group, for example, may be
unsuitable for a slightly younger audience. Online, young people can chance upon inappropriate content in various
ways - from pop-up ads to TikTok videos. The increasingly young age at which children become active in the digital

world heightens the risk of them innocently running into something that they find upsetting or frightening. Trusted
adults need to be able to help children be aware of what to do if they're exposed to age-inappropriate content.

SOCIALMEDIA  igf%,

Age-inappropriate content is .a,
easily accessible through many -~
social madlu'plutfomu. TikTok, - & - N A find almost anything they want to watch
for instance, is hugely ?opulur > on demand. Children are therefore at risk
with young reo le but s arguably best - of viewing TV shows and movies which
known for clips featuring sexualised contain nudity, drug and alcohol abuse,
dnncln? or profanity. Some social media explicit language and extreme violence.
Unfortunately, these ltrsamlng platforms

users also express hate speech or
promote eating disorders and self-harm, can't always determine that it’s not an
which could cause lasting damage to a adult who's watching. —

child’s emotional and mental heaith. ! ‘
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ADVERTS g
Gaming is an enjoyable source of

Online adverts frequently include
entertainment, but many popular titles

age-inappropriate content: l.uuullx_
can expose children to ing ropriate gambling and nudity or partial nudity,
material such as vioclence, horror,

The range of video streaming services
available online means that users can

although adverts for alcohol or
gombllng or sexuall oxplfcl! content. e-cigarettes are also common, Some
laying games unsuitable for their age

risks normalising to children what they

are seeing. Some games also include

in-game chat, where other (usually

older) online pla(yors often use language
7 that you probably wouldn't want your

child to hear or repeat.

search engines also feature adverts that
are responsive to your search history: so
if you've recently looked up a new horror
movie, shopped for lingerie or ordered
alcohol online, then the ads appearing
on screen could reflect this the next time
your child borrows your device.
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TALK IT THROUGH #= . CONNECT, DON'T CORRECT
Embarrassment or fear of getting into trouble can make it difficult

L&
: W .-J If your child’s been particularly distressed by exposure to . <
for children to talk openly about age-inappropriate content they've o ~ content that wasn't suitable for their age, it's important to offer G

* i~
Advice for Parents & Carers

watched. Remind ‘our child they can always come to you if they're uidance to ent them from romt the same mistake —

troubled by something they've seen online, without worrying about a ut it's u“m ly vital to help them I with the emotions that the
consequences. Before offering advice, discuss what they saw, how - situation has raised. You could tell them about any similar experiences
they felt and how they came to find the content in question. @« you might have had at their age, and how you dealt with it. —

STAY CALM ‘%

Even though it is obviously difficult to stay

BLOCK, REPORT, CONTROL

After discussing the problem, you and your

child can take action to r. This could potentially have a negative impact on a rational in a situation where your child has

include blocking any inappropriate sites child's mental heaith, which is sometimes been put at risk, it's essential to think before

and nporﬁn? cm¥ content which violates a gla'?la?od through changes in their \* (ou react. Your child may well have hesitated
0s. ehavi

GET SPECIALIST HELP

Age-inappropriate content can

platform’s rul o further safeguard your our. If the problem becomes more 0 open up to you about watchin
child online, set up parental controls on severe, you might consider reaching out inappropriate content for fear of
internet-enabled devices that they use. consequences, 5o being calm and supportive
will reinforce the notion that it would be easy

to a mental health professional or an A? P
to talk to you about similar issues in the future.

expert in this field who can provide you

This will liﬂnmc«nuy reduce the chances
d and your child with the proper support.

of your child being exposed to
age-inappropriate content in future.
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Meet Our Expert

Cayley Jorgensen Is d Reglstered Counsellor with The Heaith
Professions Councll of South Africa, and she runs a private
practice offering counselling to children, teenagers and families.
Her main focus Is creating awareness and educating the
community on the mental heaith pressures of today's world, as
well as resources and techniques to understand and cope better,
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@ www.nationalonlinesafety.com ,@nctonﬁnesofety n [NationalOnlineSafety @nationalonlinesafety
Users of this guide do 2o at their own discretion. No lability is entered Into. Current as of the date of release: 01.12.2021




At Natlonal Oniine Safety, we belleve in smpowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with thelr children, should they fesl
It is nesded. Thiz guide focuses on one of many games which we belleve trurted aduits should be awars of. Pisase visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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ONLINE DATERS

Roblox encourages players to S These are also called ‘ODers’

communicate online anludln a and are quite common in Roblox. An

gro? chat facility). This could expose > < = ODer is an individual who joins a gcmc with

children to risks such as scammers, online > the intention of finding someone fo date
redators, harassment, griefers and more, online ~ and eventually meet in person. Such
he in-game chat has some filters, but isn't online dating Is against the Roblox

perfect: players can still send harmful e id) community guidelines, but this unuullx

messages to others - such as general _ doesn't deter ODers. Some player-bul

hostility -~ while predators can reach out to g g Roblox game worlds have even been

~ children directly. dol:’lgnod with online dating specifically in
| mind.
| o

PUBLIC SERVERS

Rol‘altr:‘x ?;Ioc privo!o“o'r VI:' corvoln Ivet S blox is Ily free to d.

which allow people to play exclusive! y

with their friends, but hl:ycoctl moneYy. - gnndrep':rz' lbuomtma hk'!g‘err?::%‘: tt‘ht;ll B
P Most Roblox players will instead be on are encoura to make pu;'choun

y
i

ublic servers that anyone can join. Servers
gon host games whlchyfocu: onlall kinds of s 4 m the - l:;:’,‘ﬂ;'.‘g%y'g‘ ;:"'
aspects, including direct player interaction. Romy(‘the kil Aolodidd 4 ) to
Some games and servers, therefore, will put T Y . % nd g tic tem i {h S =
children more at risk of contact from i S - pd a2 :o?v:‘ec:dsv:ta%r emuUn e gams &9
= strangers than o!hcrr. ) BoUs O cost:

ot
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SET PARENTAL CONTROLS DISABLE PRIVATE MESSAGI'NG PRINATE SERVERS

Roblox comes with several parental control options, = 1 Roblox‘s private messaging function raises the H your child has some genuine friends to play Roblox
which are explained well on the game’s official risk of children being contacted by people they line with, for @ private or VIP server decreases
website. it's essential to enter the correct date of birth maz not want to speak with ~ potentially stral Even then, however,
for your child, as that allows Roblox to automatically leading to bullying, harassment, toxicity and « Some pl
::ptythe Q) priate chat filters. The e also scam attempts. The game allows you to disable murxigochld

lows and carers to set monthly spending messages from anyone who hasn't been added your child Is a Roblox fan, its | o
restri and monitor their child’s account. as a friend on your child’s account, regularty about who they are playing the game with.

If they don’t understand they're using real money, it's easy for (- _ i At some point In their development, your child will need u:? A‘
children to id Ily spend a sizeable amount in the game. / learn how to deal with strangers online. Show them how to M

pe; 4 W
Using parental conuols’to place limite on their :pondlng’v:lll help "N block and report any users who are u%temng them or askin e WL A
avold any nasty financial surprises. Ensuring that you have — uncomfortable questions. Talking to them about what's OK to discuss %
two-factor authentication on your payment accounts also makes it ' = and what they should never tell a stranger online ~ will help them
harder for your child to spend money inadvertently, understand how to communicate with other people online safely.
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Meet Our Expert . ‘
Clare Godwin (a.k.a. Lunawolf) has worked as an editor and f 3 N t I
journalist in the gaming industry since 2015, providing g P a Iona
websites with event coverage, reviews and gaming guides. . 1 4
She Is the owner of Lunawolf Gaming and is currently . n Ine

working on various gaming-relatad projects including /> . \ 4 g Y
game development and writing non-fiction books. < ! , S Ofet

el s HWakeUpWednesday

@ www.nationalonlinesafety.com ,@nctonlinesofety n [NationalOnlineSafety @nationalonlinesafety
Users of this guide do so at their own discretion. No Habiiity s entered into. Current as of the date of release: 10.10.2022




Fortnite: Chapter 2 has finally landed! With a whole host of new In-game features including a brand-new map, &OME
) more water-based activitles, upgraded character skins and a more streamlined arsenal of weapons, this Fortnite §'
mm is promising to be the best yet. Almost all of the changes are cosmetic which means the concept of the game
remains the same, with players still aiming to be the last man standing- Players will no doubt find the game much
more enjoyable with so much more to explore. For parents and carers however, it pays to remain vigilant.

BATTLE ROYALE \ IS FORTNITE ADDICTIVE? FREETO PLAY...ORISIT? &
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There's a very good chance you've heard of Fortnite, but what exactly is it? And why is it so popular
amongst young people? Fortnite is an online multiplayer "battle royale” game developed by Epic Games,
and is playable on Playstation 4, Xbox One, Nintendo Switch, PC and mobiles. It gained popularity in late

2017 and has since become the biggest game in the world, thanks to its rapid and engaging gameplay.
As with most games, Fortnite itself is a highly enjoyable and safe experience, but it pays to be vigilant,

BATTLE ROYALE

over the last couple of years, and most tend to
follow a very similar setup. Taking Fortnite as an
example, 100 players drop into a map, loot
buildings for weapons and armour and attempt to
beat all the other players to be crowned victor at
the end. If you've ever seen the Hunger Games
movies, you'll have an idea of what this entails.
Each game can take up to 20 minutes (assuming
you last to the end) and can be restarted relatively
quickly once 100 free players have been found.

' SEASONAL UPDATES

Every 10 weeks or so Fortnite is updated with a
new season. This essentially adds new things
like skms and emotes to the game, while also

changing up the g; map in

g ways. Th arefreeto
everybody and don‘t require additional mo

to play, though battle passes for each season
can be bought with V-Bucks, A battle pass will
typically allow a player to earn experience
faster and gain fun in-game items by
ngpletlng a host of daily challenges.
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BUYING V-BUCKS

As mentioned, Fortnite does contain in-game
purchases and microtransactions in the form of
V-Bucks which can be bought with real money. If
you do decide to let your young one spend
money in the game, be sure to delete your card
information afterwards as it can be very easy to
purchase more items at the press of a few
buttons. It’simportant to set a limit on any
purchases (as { d they are ab not
necessary to play the game) and a suggestion
would be capping the spending at around £50 -
this is the normal retail price of a game

TALKTO OTHER
PARENTS / CARERS

If you're concerned about play time or
spending money in the game, talk to
other parents and carers of your child’s
friends. If you approach as a collective, it
will be easier to know when their friends
are online and you don’t have to worry
about who they're playing with. It can
also help curb expectations on spending
money on battle passes and skins if yo!
stick together.

r'I\/[ee[ our exper,

as the safety is not water tight.

What parents need fo know about

FORTNITE

BATTLE ROYALE

IS FORTNITE ADDICTIVE?

Fortnite is at the forefront of gaming addiction
discussions because it isso popular with young people
But whether it to is
up for debate. WHO (World Health Organisation) have
classified gaming as a legitimate addiction, but this is not
solely a concern with Fortnite. Signs of addiction can
include irritability when not playing, lying about the
amount of time played and a preoccupation with thoughts
of the next gaming session. Realistically, it must be down
to parents and carers to recognise these symptoms and
actaccordingly if they think they are developing.

" CROSSPLAY IS AVAILABLE

One of the wonderful things about Fortnite is that it
can be played cross-platform. This means that no
matter what platform a person plays on (PC,
PlayStation 4, Xbox One etc) they can play with
friends who own the game on a different platform.
To do this, an Epic Games account must first be
created online (which is free) and then linked with
your platform account. Doing this removes the
age-old boundary of not being able to play together
because you don’t have the same console and opens

> ~upa whole new world of playing online with friends.

FREE TO PLAY...ORISIT?

While Fortnite is technically free to play (in that
you can download and play it without paying)
it does come with the caveat that spending
money on things like skins and emotes
in-game is heavily pushed to players. The
currency used in-game is called ‘V-Bucks’and
can be bought with real money through the
game’s online store. It’s worth remembering
that these purchases are absolutely not
necessary, are cosmetic only and that V-Bucks
can be earned in-game with enough play time.

IS FORTNITE VIOLENT?

Fortnite has been rated by the ESRB
(Entertainment Software Ratings Board) as
teen, as it contains cartoony violence and the
weapons and acts depicted in the game are
some way removed from their real life
inspirations. Characters don’t draw blood when
shot and instead of dying, they are simply
beamed up off the map. Naturally, players
younger than the recommended age limit will
want to play the game and that should be at
\_ﬂn discretion of parents and carers.

T op Tips for Farents

GAMING WITH STRANGERS w

Fortnite Battle Royale is an online game, and as such,
there is a chance that young children could come into
contact with strangers who are randomly placed into
their groups in a game. It’s difficult to predict what
another person might say or do in a game, so rt sa good
idea for friends playing tobeg g
The only real countermeasure to mterac(mg with
strangers offered by Fortnite is to turn off all mic
communications, which can be done in the game’s
settings. Using outside chat apps, like Skype or Discord
while playing, is a great way to make sure you know who
you're talking to and that nobody else is listening in.

CAN DEVELOP SOME
IMPORTANT SKILLS

It’s often overlooked just how good
gaming can be for young people.
Fortnite encourages team play, quick
and complex problem solvingand
ation; that’s not to

st reflexes gamers can
develop. While taking breaks to do
other activities is of course important,
there are benefits to screen time which
might not be immediately obvious.

=D

Mark Foster has worked in the gaming industry for 5 years as a writer, editor
and presenter He is the current gaming editor of two of the biggest gammg
news sites in the world, UNILAD Gaming and GAMINGblbIe Starlmg gaming

from a young age with his sibl he has a passion for

g ho!

LIMIT TIME, BUT BE FLEXIBLE

A game of Fortnite can last up to
20 minutes, so be flexible when
it's time to putitaway.The
approach of‘one more game’as
opposed to ‘10 more minutes’
will stop any complaints thata
match is still ongoing. Better
still, play with your child and
take it in turns; that way you're
helping control the time played
and can keep an eye on what
they're experiencing.

PLAY THE GAME
YOURSELF

There’s no substitute for sitting down
and playing the game yourself to learn
all about it. Fortnite is available for free
on almost anything you can imagine,
even your smartphone, so there’s never
been a better time to get involved and
see what all the fuss is about. You never
know, you might even be able to impress
your children when you show them your
impressive Victory Royale tally!
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L games and tech work, but more lmportantly, how to make them safe and fun.
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At National Onfine Safety, we belleve in empowering porents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel It s needed. This gulde focuses on one of many apps which we believe trusted aduits shoukd be aware of. Piease visit www.notionatonlinesafety.com for further guldes, hints and tips for adutts
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TikTok is a free social mediajplatform that lets users create, share and watch short videos ranging
anywhere from 15 seconds to 10 minutes in duration. The app gained notoriety for its viral dances,
trondc and celebrity cameos and can be a creative, fun platform for teens to enjoy. Now available in 76
nguugoc,.it.hug;mocr than a billion active ugrworldwido (as of spring 2022) and isimost popular
“with the under-16 age bracket. In fact, a, 2022 [Ofcom report found TikTok to be the most-used social
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ENABLE FAMILY PAIRING MAKE ACCOUNTS PRIVATE UMIT IN-APP SPENDING

Family Pairing allows poronh to link their ~ Although under-16s will have their TikTok ‘| l!youn;gld is using an iPhone or Android
]

L4
Adwce for Parents & Carers \..

TikTok account with their child's and covmol account set to private by default, bypassing ccess olt. you eon alter the settings
their settings remotely. Parents can then, for this unlnqblo rolokivol y easy. However, puron making in opnwm
uomplo, turn on Restricted Mode ududng tbo hcvo the ability to manually set their child’ rocommond Myouomblo this feature, as it's
: cos of a child ming inappro, account to private —~ meaning that their vldoon n = Mmm
| screen dmt limits; and mana molrchlld's ou ty to won’! be visible to strangers and they won't be whatmoy‘n d ignificant amount of
sond messages and to whom). Children can't aiter able to oxchanfo mmc?n with people who real money TIRT nl to m.y can unlock
these settings without parental appwvcl. aren’t on their friends lis more features of

s T = _._—‘

DISCUSS THE DANGERS ’7 ) READ THE SIGNS

If your child wants to use TikTok and you're ha; for them to do If you're concerned that your child ht be spending too
y F p%“ J 'nmh time on TikTok, or ‘m v':“gnn omgﬂoncl affected

$0, it's crucial to talk about the potential risks ro of app.
For oxomrlc ensure they understand not to share any identifying by somethin: lrwpgropdm or upmtln that they've seen, it's
important to oW to spot the @ signs. Increased

rononcl formation — and that they realise they could be exposed
o inappropriate content. Thinking critically about what they see on irrl obmty and a lack of concomml on potcntlal red flags, as
TikTok can help children become generally more social media savvy. are foiling to comphh homework or ngulaﬂy not eating mouls
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Meet Our Expert _

Carly Page is an experienced technology journalist with o @‘

track record of more than 10 years in the industry. Previousty g

the editor of tech tabloid The Iinquirer, Carly isnowa / e

freelance technology journalist, editor and consultant. ¥ / .
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